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Introduction 
 

At Coretek we believe in the personal approach for your support needs. Having a single point of contact to 

discuss, manage and implement your IT requirements provides you with consistency and therefore 

confidence in our professional approach. 

 

Within our support packages, the personal approach is a keystone of our philosophy. As such every client is 

designated a customer relationship manager as primary contact and an assigned support technician for on-

site support.  

 

Our infrastructure management consists of a comprehensive range of support and monitoring tools and 

provides management of communication networks, servers and storage to ensure availability of critical 

hardware elements and software applications. 

 

Coretek is accredited as a Microsoft Certified Partner and our policy is to employ experienced Microsoft 

certified technical support staff. 

 

The purpose of this report is to provide recommendations to Acme Inc regarding their IT systems. In 

particular, we have provided information about the Coretek Total Care IT Support structure should the 

company be interested in taking this up. 
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Client Summary 
 

Customer Background 
 

Acme Inc is the south of England’s fastest growing widget maker with a growing number of sites across 

London and the South.  

 

Since the company’s inception in 2010, the group now comprises of 15 sites located throughout the South. 

 

 

Site Address (HQ) 
 

 

 

Acme Inc 

57 Old Town Street 

Cross Lane 

London 

E1 7AN 

 

  

 



 

 

 

Document ID: 24034-1.0 

Page 6 of 19 

Systems Overview 
 

Current Configuration 
 

 

Server and Line-of-Business Applications 

 
There are 15 sites across the group and these follow a consistent template across each, with only a few 

minor discrepancies. 

 

At each location, there is an on-site server with Clear OS Linux installed. These are primarily for file sharing 

and do not manage any services such as DNS, DHCP, Active Directory or Group Policy management. 

Updates are handled at each individual site with WSUS local, rather than this being managed on the server. 

 

Hardware located on site such as desktops and printers generally have statically assigned IP addresses. 

 

All of the line-of business applications in use across the company are cloud-hosted and have their own 

individual support contracts, such as the till system, room booking and staff management. However, current 

IT support do work alongside these suppliers when necessary in initial diagnostics and call triage. 

 

The machines at each site have a core set of applications, which has been kept to just the essentials for each 

of management. This includes the relevant apps noted above, as well as either the Office 2013 or Office 2016 

suite, which are perpetual (retail) licenses. 

 

 

Computers 
 

Across all of the sites, there are 52 desktops and 16 laptops, which we have been informed are of a 

reasonable specification i.e. i3, 4Gb minimum. However, there are a few older desktops which require 

replacement. The desktops are all Dell Optiplex or Vostro models and the laptops are Lenovo Thinkpads. 

 

All of the machines have Windows 7 installed and due to support ending for this in early 2020, upgrading 

these to Windows 10 has rightly been highlighted as an important project to be completed this year. 
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Network 
 

As aforementioned in the previous section, each site has been designed to be a carbon copy of each other, 

for ease of support. 

This consists of a cabinet which contains 2 switches, and 2 routers. There are two of each to keep the Wi-Fi 

and LAN networks and lines separate. The make and model of the switches will need to be determined on a 

site survey but the majority of these are PoE (Power over Ethernet). The routers/firewall are Drayteks.  

 

Wireless 
 

Acme Inc have an Aruba managed wireless solution, with either 93, 103 or 207 model access points. This 

should be adequate for both security and coverage purposes. If there are any signal issues, Coretek can carry 

out a wireless survey using leading Ekahau Wi-Fi survey to find the cause of these. This solution is also 

scalable if the client decides to increase wireless coverage in future. 

 

 

 

Telephony 
 

The phone system currently in use is a managed by Equate. There is a mix of on-site PBX and hosted VoIP, 

depending on the site in question. From discussions with the client, the current telephone system is sufficient 

for use and should not need to be replaced at this time. 

 

 

Internet 
 

Equate also provide all the internet lines throughout. Speeds are generally adequate, but concerns were 

raised over three particular sites: Reading, Richmond and the Main Office. The speeds available in these areas 

are poorer than at the other sites. This will need to be factored into any recommendations because as the 

client uses more Cloud services, the importance of a stable line with good download and upload speeds will 

be paramount. 
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Backup 
 

Macrium Reflect is used as a local backup/imaging solution at each of the sites. We would like to investigate 

this further, including backup device/location and schedule to confirm that the solution is adequate and /or if 

there are any further recommendations to make. 

 

 

Remote Working / Cloud Services 
 

Cloud services are heavily used through the line-of-business applications at Acme Inc. However, there are no 

other cloud services relating to the sharing of files or collaboration, which is definitely worth pursuing 

further. We have covered this in more depth in the proposal scope section below. 

 

 

Email 
 

Acme Inc currently operate a hosted Exchange Online email solution. This is the most basic plan in 

Microsoft’s hosted email platforms, and includes email, calendars and contacts. User accounts are named 

based on job role, rather than the first and second name of the individual (except for the HQ users). This 

seems to be a sensible approach due to the potentially more transient nature of staff turnover within this 

industry. 

 

We would recommend upgrading the Exchange Online account to an Office 365 Plan such as Business 

Premium as this includes the latest versions of Office, cloud-based file sharing and collaboration with 

OneDrive, SharePoint and Teams, as well as the cloud-hosted email you already have. See the proposal 

scope section below for further details. 

 

 

Security 
 

The firewall currently protecting the network at each site is a Draytek, model to be confirmed. See the 

section below for our recommendations. 
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Scope of Recommendations 
 

 

Objectives 
 

The objective of this report is to provide Acme Inc with recommendations within the customer 

requirements outlined below, including details on IT support options. 

 

 

Customer Requirements 
 

As per our recent meeting, the customer requirements were as follows: 

 

• Establish IT support to cover all of the sites due to the current IT manager looking to step down 

from his role by the end of 2020. This should include hardware support, network support, remote 

IT support and support/maintenance of services such as backups, updates and Office 365. 

 

• Provide recommendations relating to file sharing and team collaboration and how this can be 

enhanced. In particular, to investigate what cloud-based solutions are viable. 

 

• Upgrade all desktops and laptops from Windows 7 to Windows 10 before 2020. 

 

 

Scope 
 

Overview 
 

Coretek have produced a solution tailored to the client requirements outlined above. Please see this section 

for full details. 
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Support Services 
 

The staff at all of the sites have been used to a very attentive and hands-on level of support from the current 

IT manager so it is our recommendation to provide a comprehensive package to ensure that fast and 

effective support is available for your staff and IT systems. This will be important in the transition period 

over to your new support provider as you will want this process to be as seamless as possible. 

 

Our Total Care package offers unlimited phone and email support – you can call us for help as often as you 

like. Monitoring of your systems including daily backup check and monthly health checks are all inclusive. 

Proactive monitoring of hardware and devices is included so we are immediately alerted for any issues or 

downtime.  

 

If staff need to log a support call, our ServiceDesk is available between 08:00 – 18:00 and can quickly provide 

assistance to get any issues resolved. We have two remote support tools and can get remote access to a 

user’s machine from our office to be able to resolve the majority of issues without the need for a site visit. 

 

For the times when a site visit is required, we recommend purchasing a bank of hours to fit your 

requirements. Our CSC 12 package provides 12 hours of on-site support time, which is completely flexible 

and can be used however and whenever you wish. We have also provided pricing for 30 hours for 

comparison. A minimum of 2 CSCs are required for each on-site visit. 

 

Another important aspect of our Total Care package is the on-going consultancy and guidance that we 

provide. A strong part of our ethos throughout our two decades of business is to build strong relationships 

with our clients. Rather than a simple break/fix agreement, we look to provide recommendations than will 

make your IT systems more secure, efficient and cost-effective. You will be assigned an experienced IT 

consultant who will meet with you every 3 or 6 months to ensure you are receiving a consistently high level 

of service and to discuss any on-going projects. We also provide a yearly report with our recommendations 

and to assist for forecasting up to 3 years ahead. 

 

See Appendix 1 for full details of what is covered within our support package.  

 

 

Out of Hours Support 
 

Due to the nature of the industry, all of the sites are operating around the clock. Therefore, it is important 

to factor in support outside of “normal” office hours. 

 

Our Servicedesk is available Monday to Friday, 08:00 to 18:00.  
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For our other clients who have out of hours support, we charge a flat fee, plus a call out charge for each out 

of hours call. However, these clients require critical out of hours support, where any downtime is likely to 

seriously affect the business being able to function.  

The situation with Acme Inc is slightly different as any call that falls into this category is likely to be relatively 

rare. The IT Manager, Rob, has already suggested this, giving the examples of staff restoring to more manual 

processes when absolutely necessary. In addition, there is redundancy built into the sites, with two of most 

devices available in case one were to fail. 

 

Because of this, our recommendation is for any out of hours calls to be taken out of CSCs (pre-purchased 

hours), with no flat-fee charged for out of hours cover. We can review this after 6 months to ensure this 

agreement is fair for both parties. 

 

 

Additional recommendations 
 

 

File Sharing and Document Management 
 

As highlighted in the ‘Server and Line-of-Business’ section at the top if this report, there is a Linux server at 

every site which is for file sharing purposes. 

 

This has been highlighted as a possible issue for future support and we agree. The main concern is that this is 

somewhat a bespoke solution, making support of this difficult for any incoming company. Furthermore, with 

18 of these servers in place, an upgrade or replacement for all could prove quite costly. 

 

Our recommendation would be to move to a cloud-based file sharing solution, with Microsoft Office 365 

being our preferred solution.  

 

Office 365 is Microsoft’s Cloud version of their Office suite. The way this differs from the standard version is 

that you can access and use the Office 2016 apps such as Word and Excel online via your web browser. It is 

still possible to install the software on your local machine as well. In addition, the subscription includes 

access to the latest version of the Office applications. 

 

The Office 365 package offers cloud-based file sharing and storage so you can access your files from 

anywhere, including on mobile devices such as iOS, Android and Windows Phone. The apps used for this are 

OneDrive and SharePoint.  

 

OneDrive can either be used as your personal document store or to share folders between groups such as 

“all staff”, “managers” etc.  
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SharePoint is a more enterprise-level approach, which offers a team website that all staff can access and save 

documents to. Again, this can be separated into sections so that data is only accessible to those who need it.  

Both of these options allow you to sync the cloud-based folders with a local copy on your desktop or laptop. 

This would be particularly important for the three sites that have slower lines. 

 

Office 365 also includes other excellent apps which facilitate collaboration such as Teams – a program where 

groups of people can quickly communicate, share ideas and plan projects. This could be particularly useful for 

the head office staff. 

 

The Office 365 platform is a subscription service priced per user, which is ideal for a business of your size as 

there is no initial outlay on new software or hardware. 

 

 

Site Onboarding 
 

As part of taking on any new support client, we always carry out an on-boarding process where we visit 

every site and document all of the hardware and ensure everything is in a supportable state. Having up to 

date documentation, including network diagrams and images also makes the process of troubleshooting far 

easier for both our team and your staff.  

 

This onboarding would need to be factored into the start of any support contract, although the process 

could be expedited considerably if the current IT manager already has documentation relating to the 

individual sites that could be passed over to us. 

 

 

Windows 10 Upgrade 
 

Windows 7 is installed on all of the machines across the 15 sites. As support for Windows 7 is due to end 

on January 14th 2020, upgrading all of the machines by this date would be our recommendation, which we 

were pleased to see is already one of the existing customer requirements. 

 

The first part of the project would be to determine if the existing hardware is capable of running Windows 

10 effectively by carrying out an inventory of existing machines. We have been informed that the average 

machine spec is an i5 CPU with 8 Gb RAM, which will be more than sufficient.  

 

Following this, we would need to investigate the most cost-effective licensing model. This is likely to be an 

open licensing agreement with Microsoft due to the number of machines, but this would be confirmed at the 

time. 

 

Then the upgrades would need to be planned and scheduled to minimise disruption to the sites. 
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Email and email security 
 

The current Exchange Online plan offers some basic in-built security measures. This has been further 

enhanced with additional rules to stop spam emails based on particular key phrases. 

 

As email is the biggest source of virus and malware attack for most businesses, you may wish to consider 

putting a dedicated email and spam filtering solution in place. Furthermore, phishing and spoofing attacks are 

becoming more commonplace and these can pose considerable financial risk to any business. 

 

Our recommendation is Barracuda, which is a completely cloud-based security email filtering solution, which 

will provide a much higher level of protection against spam and email-borne viruses and malware. We spent 

considerable time looking at the market and choosing the product which offers the best mix of price and 

security. 

 

 

Site Security 
 

Each site currently has a Draytek device as firewall and router. These are devices which offer a base level of 

protection, which is an improvement over having just a router with no firewall in place. We would 

recommend considering an upgrade to this device to further enhance security. A device such as a SonicWall 

TZ 350 would be ideal for the size of the remote sites and available at a reasonable price. 

 

 

Proactive Monitoring 
 

Included within your support would be monitoring of all critical pieces of hardware. We use the leading 

PRTG application, which allows us to view real-time dashboards on the status of your IT estate. If any 

devices develop an issue, a call is immediately logged into our Servicedesk. 
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Summary of recommendations 
 

 

System recommendations 
 

Here is a summary of the recommendations made above: 

 

• Coretek Total Care Support package for unlimited remote and email support, plus maintenance, 

monitoring and ongoing consultancy 

 

• We recommend taking a bank of hours (CSCs) for on-site support and out of hours support 

 

• Gradually move away from current Linux servers to Office 365 for file sharing and collaboration 

 

• Upgrade desktops and laptops to Windows 10 before 2020 

 

• Consider email filtering – Barracuda is our recommended solution 

 

• Consider upgrading Draytek Site Firewalls to something more substantial such as a Sonicwall TZ 

Firewall 
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Appendix 1 - Coretek Total Care IT 

Services 
 

At Coretek, we believe in a personal and attentive approach to your support requirements. 

 

Having a single point of contact to discuss, manage and implement your IT requirements works to provide 

you with consistency and confidence in our professional services. 

 

This personal care and attention is a keystone of our support philosophy and provides you with a highly 

qualified and experienced support team, that will get to know you and your systems so that we can provide 

you with the very best service.  

 

Our infrastructure management consists of a comprehensive range of support and monitoring tools to 

provide you with peace of mind that the management of your communication networks, servers and storage 

devices is taken care of – we like to think of this as our total care and commitment to you. 

 

Coretek is built primarily on reputation and we continually strive to ensure that we are considered in the 

highest regard. We listen to you and finely tune our services to ensure that they are firmly aligned with the 

operations of your business. 

 

More detailed information on the services that we provide, is available on our website: www.coretek.co.uk. 

 

Along with business support and consultancy, Coretek also designs, develops and builds private and hybrid 

cloud solutions for customers and other IT support organizations. We also have our own private cloud 

solution which is fully owned and managed by Coretek. The platform is built on best of breed technologies 

and software to give you the best service at a competitive price. 

 

If you would like to know more about our cloud, and how it can benefit you, please visit our sister website: 

www.coretekcloud.com. 

  

http://www.coretek.co.uk/
http://www.coretekcloud.com/
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Welcome to our Core Support Services 

Coretek’s support services cover the hours of 08.00 – 18:00, Monday – Friday, excluding public holidays. 

Additional arrangements can be made for additional cover (including weekends) if required. 

The core services included with every service package consists of the following: 

1. Service Desk Support (Helpdesk) 

2. Remote Services 

3. Preventative Maintenance and Status Report 

4. Proactive Systems Development 

5. Asset Tracking 

6. Infrastructure Review and Recommendations 

7. Remote Working 

1. ServiceDesk Support (Helpdesk)  

This is your single point of contact if you are experiencing any difficulties with your IT. 

From here you can start a helpdesk query through an email request or phone call. All received helpdesk calls 

are logged into our ServiceDesk system, where they are assigned a unique reference that is used for all 

future communications. Once you’ve raised a call, you will receive an email detailing the status of your 

request. From this point on, any updates to the status of your issue will result in an automated update 

response, keeping you fully informed. There are no restrictions to the number of requests that can be 

initiated to our helpdesk. 

All ServiceDesk calls are allocated an SLA (Service Level Agreement) which is our commitment to respond 

in line with the times detailed below. The SLA will be determined according to the severity of the issue being 

reported. The matrix below provides an explanation of typical response and resolution times. 

Severity Response Time* Resolution Time* 

Urgent** 1 Hour 4 hours 

High** 2 Hours 8 Hours 

Medium 7 Hours 2 Days 

Low 1 Day 4 Days 

 

 * Response and resolution times are within support hours only. 

** High and Urgent and SLA severity items can only be triggered from a phone call. 



 

 

 

Document ID: 24034-1.0 

Page 17 of 19 

2. Remote Services 

Depending on your business requirements, we have many remote services that can be used to diagnose or 

resolve issues. These services include remote administration, remote control and remote diagnostics. 

These services are used to add or remove user accounts, work (with permission) on a user’s system in a 

secure way or diagnosing environment issues using our support tools. 

3. Preventative Maintenance and Status Report 

Each month, we will carry out an IT health check on your business. This is designed to cover all the 

maintenance activities required to help keep your IT systems running reliably and efficiently. A report for 

each monthly maintenance schedule will be submitted to your designated IT contact upon completion. This 

report will cover outstanding and discovered issues and their progress, rather than listing services that are 

functioning properly, to ensure issue tracking remains focused. 

In addition, daily, monthly and annual system checks are made on various aspects of your IT. The matrix 

below details some of the key tasks which are typically carried out: 

Item Daily Monthly Quarterly Other 

Backup Checks X X  * 

Restore Testing   X  

Antivirus Checking  X  * 

Systems Monitoring  X   

Event Logs  X   

Capacity Checks and usage trends  X  * 

Firmware Upgrades   X  

Software Updates  X   

*Alerts are also configured to automatically report back to the Coretek Service desk, which are then assigned 

to a technician for resolution. 

As part of this, we also provide a summary which highlights any subscription services status (such as 

Antivirus), ServiceDesk usage, Coretek Service Credit usage and any other points for consideration.  

In addition, Coretek can on request provide an annual status report consisting of all helpdesk calls and 

proactive monitored actions.  



 

 

 

Document ID: 24034-1.0 

Page 18 of 19 

4. Remote Diagnostics 
 

Remote diagnostics are used when we receive a “Trigger event” from our monitoring tools or when 

requested as part of a helpdesk call. Following this, we can securely connect into your environment and using 

a number of our support tools can diagnose and repair system errors. This proactive approach can often 

mean that issues are reported, diagnosed and resolved without the client even having been aware of the 

initial problem. 

 

5. Proactive Systems Development 

On top of our standard support package, Coretek also continually look toward improving the way IT works 

for our clients. 

Security policies are always being reviewed to obtain the right balance between safety and usability and 

removing onerous security procedures and distractions from the IT environment. 

New technologies are always becoming available that may have the effect of lowering the total cost of 

ownership for running your IT. When this does occur, we review the technologies and their impact and 

work with you to decide whether this is a valid approach for your organisation. When any work requires 

system downtime, you will be informed so that a time slot can be scheduled in to complete the work 

efficiently. 

6. Asset Tracking 

All hardware and software purchased through Coretek is asset tracked and provides both warranty status 

information and software license renewals (where applicable). This asset tracking service is included as part 

of the Coretek service, hardware or software purchased from a third party can (optionally) be enrolled in 

this service for a small fee. 

7. Infrastructure Review and Recommendations 

At a point during the year (usually before the new financial year), Coretek can provide a review of all 

hardware assets in use and the status of all warranties, including a set of budget recommendations for IT 

services for the following year. Our clients find this service extremely useful for future expenditure planning 

and long-term budgeting. 
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8. Remote Working 

Coretek can offer remote access services for users to access a business desktop and business files, as it may 

be working away from the office can sometimes present problems when data and resources are not available 

to you. We have developed a robust, secure and easy to use remote access solution that can be accessed 

from any machine on the Internet via a secure Web Portal. This solution can scale to any sized business and 

provides a solid foundation for remote working activities. 

 

On-site Support and Introduction to 

Coretek Service Credits (CSCs) 

In response to the feedback received from our clients, we have developed our Coretek Service Credits 

(CSCs), which provide an efficient, fair and more flexible approach to using on-site engineering time. 

CSCs can be purchased and used as and when required for all your on-site support and maintenance 

requirements. One of the key benefits to this is that you do not have to wait for your next scheduled visit if 

there are issues that need to be addressed quickly. In this instance, simply call or email the Coretek support 

team and we will schedule in a convenient time to come in and address the issue. This time will then be 

deducted from the available pool of CSCs. 

Coretek Service Credits are wrapped around our already successful core services provided to all our clients 

as standard, giving you better control over how your on-site engineering and support time is used. All Core 

Services, which are supported by CSCs as the on-site engineering resource, remain unlimited as part of your 

support contract. 

 


